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Abstract—As adoption of eHealth solutions advances, new
computing paradigms – such as cloud computing – bring the
potential to improve efficiency in managing medical health
records and help reduce costs. However, these opportunities
introduce new security risks which can not be ignored. In
this paper, we present a forward-looking design for a privacypreserving eHealth cloud system. The proposed solution, is based
on a Symmetric Searchable Encryption scheme that allows
patients of an electronic healthcare system to securely store
encrypted versions of their medical data and search directly
on them without having to decrypt them first. As a result,
the proposed protocol offers better protection than the current
available solutions and paves the way for the next generation of
eHealth systems.
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I. I NTRODUCTION
Not many years ago, eHealth was seen as an expenditure
rather than an investment. During the last decade this has been
changed so drastically that eHealth has moved to the top of
the development agenda not only for private organizations but
also for public administration bodies that have spurred the
development of eHealth. To this end, we have seen a steady
increase in research focus and funding aiming to modernize
existing healthcare systems and to provide reliable and cost
effective eHealth services. As a result, nowadays we are in
front of a major technological upturn of an industry that for
years relied on handwritten records and now is expanding at
a phenomenal rate.
During the early development stages, the main idea around
eHealth was the modernization of current medical systems
by digitizing the existing personal health records. The transition from the handwritten to digital records revealed the
importance and the benefits of the overall project and made
a great impact to the healthcare industry. As a consequence,
researchers focused on finding ways to further develop the area
by effectively creating and efficiently delivering healthcare
services that goes beyond the digitization of data. More
precisely, scientists started envisioning eHealth systems where
patients would be able to access their personal records from
anywhere and digitally share their medical summary with
health professionals. Furthermore, researchers in the eHealth
sector started getting advantage of the new technologies such
as smart-phones in order to build services that allows patients
to collect daily insights and find out more about healthy
behaviors.

eHealth started becoming widely available not only thanks
to the impact that such services have on the day-to-day health
experiences for millions of users but also due to the advancement of major technologies such as the fast Internet and mobile
technology. As the eHealth industry started following and
adopting new technologies and developments in interrelated
areas the advent of cloud computing created the foundations
for an even bigger evolution. By taking advantage of the
flexibility that cloud services offer, scientists realized that
the combination of cloud computing with the eHealth has
the potential to rapidly expand both the development and
the adoption of eHealth worldwide. More precisely, cloud
computing can help us create more reliable healthcare services
that will provide us with the necessary functionality to improve
the management of our health and optimize our care services.
Nevertheless, the adoption of cloud computing by the
eHealth sector is not an easy task. The main reason for that, is
the fact that there is a natural resistance to the idea of handing
over sensitive information to external storage. And when we
refer to sensitive data, we need to consider that our health data
is the most personal and private information we have which
makes them our most precious and unique data ever. Actually,
far more sensitive than our financial data. Therefore, building
trustworthy eHealth services that will provide banks strength
security features is of paramount importance.
The importance of building secure eHealth services as well
as the benefits from adopting cloud computing and migrating
existing healthcare systems to the cloud has been extensively
studied [1]. However, such an attempt raises many challenges
and risks that needs to be tackled. A typical eHealth scenario
usually involves many parties (e.g special equipment that
collects data from the patients’ body, equipment for authentication, the patient, the doctor etc.) that needs to be trusted
in order to provide the necessary security guarantees to the
end-user who is going to hand-over her personal health data
to a third party – the cloud.
One step towards a trustable eHealth platform is to make
sure that the stored data will always remain encrypted and
access will be granted only to legitimate users (e.g the therapist
or the doctor of a patient). Keeping patients’ data encrypted in
every step, reduces the risk of someone stealing or misusing it
to a minimum and increases the patient privacy to a maximum.
However, having a closer look at the problem we can observe
that encrypting the patients’ data needs to be treated in a more

sophisticated way. For example, if the entity that encrypts
users data is the cloud service provider (CSP), then it means
that CSP has access to the encryption/decryption key. Thus,
in the case of a corrupted CSP patients data can be exposed
to unauthorized access.
A. Contribution
Our contribution in this paper is two-fold. First, we describe
a forward-looking design for an electronic healthcare system
that offers reliable and privacy-preserving mechanisms for
placing and maintaining sensitive data in a cryptographic cloud
storage. Second, the proposed scheme is solely based on
the promising concept of Searchable Encryption (SE). Even
though SE schemes have gained a lot of popularity lately,
there are no proposed solutions with their main aim to tackle
the security and privacy challenges that raise by the use of
cloud in the healthcare industry. Hence, we hope that this work
will provide essential knowledge to organizations, researchers
and key-players in the area in order to design and build more
reliable and efficient privacy-preserving eHealth services.
B. Organization
In Section II, we present the current state-of-the-art regarding eHealth services that provide secure cloud storage
mechanisms, as well as the main cryptographic tools that have
the potential to provide a reliable solution. In Section III,
we describe the threat model under consideration and present
the problem statement for this paper, while in Section IV we
describe the proposed protocol. In Section V, we provide a
security analysis and in Section VI we conclude the paper.
II. R ELATED W ORK
Although there are many proposed electronic healthcare
systems only some of them deal with the problem of protecting
the privacy of users [2] when patients data is stored in the
cloud [3]. However, the challenges that need to be tackled
as well as the benefits from migrating an existing eHealth
system to the cloud has been the focus of many studies [1],
[4], [5], [6]. Furthermore, the absence of solutions that are
based in searchable encryption schemes is even greater. In
this section, we describe some of the most important works
regarding secure cloud storage for privacy-preserving eHealth
systems and we also describe the fundamentals of searchable
encryption – a promising concept that we believe will serve as
the bases for future healthcare systems that wish to effectively
protect user privacy.
Paladi et al. [7] introduced a data confidentiality and
integrity protection framework for eHealth systems based
on Infrastructure-as-a-Service (IaaS) clouds. The proposed
solution relies on trusted computing principles to provide
transparent storage isolation between IaaS clients. In addition
to that, the authors address the absence of reliable data sharing
mechanisms, by providing an XML-based language framework
which enables clients of IaaS clouds to securely share data and
clearly define access rights granted to peers. The proposed

improvements were prototyped as a code extension for Openstack – a popular cloud platform. Even though the proposed
framework is secure and it has been also implemented as part
of an existing eHealth platform it does not provide the same
flexibility as our design since patients data are stored in an
encrypted form based on different domains. Even though this
technique is considered as a good practice that takes advantage
of the trusted computing principles, explicitly targets the IaaS
model. Our solution, gives the option to Platform-as-a-Service
(PaaS) services to store users data in an encrypted form based
on a unique key for each user and not for a whole domain.
However, the combination of the two protocols, can be proved
as a concrete solution that has the potential to cover both the
IaaS and the PaaS layer.
In [1], authors presented an overview of major requirements
that must be considered when migrating eHealth systems
to the cloud. This overview was based on their experience
with deploying part of a Swedish electronic health records
management system in an infrastructure cloud. Furthermore,
they described a new attack vector inherent to cloud deployments and presented a novel data confidentiality and integrity
protection mechanism for infrastructure clouds.
Most of the current approaches in the area, deal with the
problem of securely sharing patients data based on defined
policies and access rights. To this end, there are many proposed
solutions [3] that are based on attribute based encryption [8].
However, even though these techniques can offer granular
access control protocols are different than our approach and
can be used in combination with our proposed protocol. More
precisely, such an attempt has the potential to offer more
concrete privacy-preserving eHealth platforms for the cloud.
As we mentioned earlier, our approach is based on Searchable Encryption (SE). SE is an enhanced encryption technique
that allows encryption while enabling search for keywords in
the encrypted data (as it would be possible in the plaintexts).
Its quintessential application is cloud storage. In searchable
encryption it should be possible for the CSP, with the help
of some search token sent by the client, to locally perform
some operations and then send the relevant data to the client.
The relevant data should be such that on one hand it contains
the matching documents (i.e., the documents that contain the
searched keyword), but on the other hand its size is not far
bigger than that of the matching documents (i.e., the server
cannot simply transfer a large part of the database to the
client on every query). Of course the CSP should not learn
the keyword that is being searched, otherwise information
about the documents is revealed to a possible malicious entity.
Depending on the requirements of the desired scheme, it is
possible to use either public-key cryptography technologies or
symmetric-key cryptography, but in general searchable publickey encryption schemes with good security guarantees do not
scale well because they have a search time which is linear in
the number of documents. Our protocol, relies on Symmetric
searchable encryption (SSE) that was introduced by Song et
al. [9], who presented a scheme that allowed a linear search
time (in the number of documents) by the server. Lately, the

field of SSE has met a great development with many proposed
schemes [10], [11], [12], [13], [14], [15], [16], [17].
•

III. P ROBLEM S TATEMENT & D EFINITIONS
In this Section, we describe the main entities that participate
in our protocol and a set of cryptographic tools that the
proposed solution is based on. In addition to that, we describe
the threat model we consider as well as the actual problem
that we try to tackle.
User (u): In our protocol, a patient that uses the eHealth
application is considered as a typical user. The operations that
a patient can perform are the following: a) register to the
service, b) generate encryption keys to safely protect her data,
c) store data in the cloud as well as retrieve and search over
her private data that has been sent to the cloud. By ui we
denote a user with a unique identification i.
Registration Authority (RA): RA is responsible for the
registration of a new user. The registration authority should be
a certified and trusted organization able to successfully process
the registration of a user. In our system, we envision a hospital
to act also as the registration authority. Additionally, RA has
a public/private key pair denoted as pkRA /skRA .

•

•

•

Smart Card (SC): SC is a smart card that is given to a
patient – the user – after she registers to the eHealth service.
With the use of the smart card, the user can authenticate
securely login to our service.
Cloud Service Provider (CSP): We consider a cloud
computing environment based on a trusted IaaS provider like
the one described in [7]. The IaaS platform consists of cloud
hosts which operate virtual machine guests and communicate
through a network. In addition to that, we assume a PaaS
provider that is built on top of the IaaS platform and can host
multiple outsourced databases. Furthermore, the PaaS provider
offers an API through which a developer can built a privacyprivacy preserving eHealth application that offers searchable
encryption functionality as we describe in Section IV.
Definition 1 (Dynamic Index-based SSE): A
dynamic
index-based
symmetric
searchable
encryption
scheme is a tuple of nine polynomial algorithms
SSE = (Gen, Enc, SearchToken, AddToken, DeleteToken,
Search, Add, Delete, Dec) such that:
• Gen is probabilistic key-generation algorithm that takes
as input a security parameter λ and outputs a secret key
K. It is used by the client to generate her secret-key.
• Enc is a probabilistic algorithm that takes as input a secret
key K and a collection of files f and outputs an encrypted
index γ and a sequence of ciphertexts c. It is used by the
client to get ciphertexts corresponding to her files as well
as an encrypted index which are then sent to the storage
server.
• SearchToken is a (possibly probabilistic) algorithm that
takes as input a secret key K and a keyword w and
outputs a search token τs (w). It is used by the client in

•

•

order to create a search token for some specific keyword.
The token is then sent to the storage server.
AddToken is a (possibly probabilistic) algorithm that
takes as input a secret key K and a file f and outputs
an add token τa (f ) and a ciphertext cf . It is used by the
client in order to create an add token for a new file as
well as the encryption of the file which are then sent to
the storage server.
DeleteToken is a (possibly probabilistic) algorithm that
takes as input a secret key K and a file f and outputs
a delete token τd (f ). It is used by the client in order to
create a delete token for some file which is then sent to
the storage server.
Search is a deterministic algorithm that takes as input
an encrypted index γ, a sequence of ciphertexts c and
a search token τs (w) and outputs a sequence of file
identifiers Iw ⊂ c. This algorithm is used by the storage
server upon receive of a search token in order to perform
the search over the encrypted data and determine which
ciphertexts correspond to the searched keyword and thus
should be sent to the client.
Add is a deterministic algorithm that takes as input an
encrypted index γ, a sequence of ciphertexts c, an add
token τa (f ) and a ciphertext cf and outputs a new
encrypted index γ 0 and a new sequence of ciphertexts c0 .
This algorithm is used by the storage server upon receive
of an add token in order to update the encrypted index and
the ciphertext vector to include the data corresponding to
the new file.
Delete is a deterministic algorithm that takes as input
an encrypted index γ, a sequence of ciphertexts c and a
delete token τd (f ) and outputs a new encrypted index γ 0
and a new sequence of ciphertexts c0 . This algorithm is
used by the storage server upon receive of a delete token
in order to update the encrypted index and the ciphertext
vector to delete the data corresponding to the deleted file.
Dec is a deterministic algorithm that takes as input a
secret key K and a ciphertext c and outputs a file f . It
is used by the client to decrypt the ciphertexts that she
gets from the storage server.

Problem Statement: We consider the scenario where a user
ui (e.g a patient) wishes to store and process her medical
data in the cloud via an interface offered by an electronic
healthcare system. The main problem is to create a protocol
that will satisfy the following requirements:
• Data stored by ui should be encrypted with a key that
will be known only to ui and even the CSP will not be
able to access the stored data;
• User ui should be able to search directly over the
encrypted data that she owns. This process should be
done in a privacy-preserving way so that no valuable
information about the searched data is revealed;
• Unauthorized access to users’ data should be prevented;
Adversarial Model: Similar to existing works in the
area, we make the following assumptions regarding the threat

model we consider. First, we assume physical security of
the CSP as well as of the devices that patients are using
in order to send/retrieve their medical summary to/from the
cloud. In addition to that, we also assume that all cryptographic operations that are used throughout the protocol are
semantically secure and an adversary is not able to break
any cryptographic mechanism. Finally, we assume that the
adversary is acting under the semi-honest threat model. In
the semi-honest adversarial model, adversarial nodes correctly
follow the protocol specification. However, nodes overhear
all messages and may attempt to use them in order to learn
information that otherwise should remain private. Semi-honest
adversaries are also called honest-but-curious.
IV. P ROTOCOL D ESCRIPTION
In this section, we introduce our protocol which satisfies the
criteria mentioned in the problem statement and offers secure
storage functionality for the users of an eHealth application
that stores their personal health records in the cloud. Before
we proceed with the actual description of the protocol we
provide a high-level overview of the phases that our protocol
consists. Figure 1 contains a high-level representation of the
main functions that our protocol consists of (details have been
omitted for clarity).
Our protocol can be divided into five phases: the registration
phase, the login phase, the key generation phase, the secure
placement of data in the cloud by a user and finally the
retrieval of data by user in a privacy-preserving manner. Before
accessing the eHealth application, a new user needs to first
register. To do so, the registration phase requires the user to
contact RA and submit her identity. Then, RA is responsible
for verifying the validity of the user and can also prevent a user
from creating multiple accounts/identities by simply checking
if a user with the same identity has already created an account.
After the verification process, RA will give the new user a
smart card and a password through a secure channel. By using
these, the user will be able to login to the eHealth platform
every time that wishes to check her medical history, to submit
fresh data or update her personal health records.
Login Phase: Lets assume that a patient ui wishes to login
to the eHealth application. To do so, she attaches her smart
card to the input device that received through the registration
process. Then, she types the password that she got during the
registration and the smart card generates a one-time password
that ui can use in order to login to the application. The exact
steps of the operations that are performed by the smart card in
order to secure the login procedure is out of the scope of this
paper and has been studied extensively in the literature. Hence,
w.l.o.g we assume that one of the existing techniques that are
used in the finance sector can be applied to our solution.
Store Data: After the successful login, ui will be able to start
using the eHealth application in order to store and retrieve
data from the cloud provider. To do so, ui needs to have a
unique encryption key that will be used to secure her personal
data. Thus, before start sending data to the CSP, ui executes

Ki ← Gen(1λ ) to generate the secret key that will be used to
protect her personal records. After the successful generation
of the symmetric key Ki , ui is now ready to store encrypted
data to the CSP. Lets assume that ui wants to securely store a
collection of files fi to the storage offered by the CSP. To do
so, ui executes (γi , ci ) ← Enc (fi , Ki ) and outputs a collection
of ciphertexts ci as well as an encrypted index γi . Both γi
and ci are then send to the CSP via a secure channel. Upon
reception, CSP stores ci along with the encrytped index γi in
a local database.
Search Over the Encrypted Data: Now that ui has stored a
collection of files in the cloud storage she can start searching
directly over her encrypted data. Lets assume that ui wishes
to search over her data for a specific keyword w. First, ui executes the τs (w) ← SearchToken (Ki , w) and outputs a search
token τs (w). that is sent to the CSP. Upon reception, CSP
executes Search(γi , ci , τs (w)) → Iw and outputs a sequence
of file identifiers Iw which is a subset of ci and contains a list
of ciphertexts that contains the keyword w that ui searched
for. The resulted Iw is sent back to the user. Upon reception,
ui executes the Dec algorithm by giving as input her secret
key and the sequence of encrypted files that corresponds to the
list of identifiers that received from the CSP. By doing this, ui
gains access to the plaintext of data that contains the keyword
w.
Update Stored (Encrypted) Data: Apart from storing data and
searching over the encrypted data, the user also needs to update
her current data by for example adding new files. Here, we
consider the scenario where ui wishes to add a new file f to
the cloud storage. A naive approach that ui could follow would
be to run Enc algorithm again, generate the ciphertext of f and
send it to the CSP. However, this would mean that ui would
also create a new encrypted index that would correspond to
the encryption of file f . Such an approach is not efficient since
the user would end-up with a huge list of encrypted indexes
that are not related to each other and every time that wishes to
perform a search over her data would require from the CSP to
search over all the encrypted indexes. To avoid this, ui needs to
store her new file and instead of creating a separate encrypted
index she needs to update the current one in order to also
include the newly added file. To achieve that, ui first generates
an add token by executing (τα (f ), cf ) ← AddToken(Ki , f )
and sends it to the CSP. Upon reception, CSP executes
Add (γi , ci , τα (f ), cf ) → (γ 0 , c0i ) and outputs an updated encrypted index γi0 and an updated sequence of ciphertexts c0i
that corresponds to the data stored by ui . Thus, by running
the Add algorithm, CSP stores the ciphertext of f and updates
the existing encrypted index and ciphertext list of ui .
Delete Stored Data: The final operation that ui needs to
be able to execute, is the deletion of a file. Lets assume that ui wishes to delete the file f that stored in
the previous step. Similar to the previous case, the deletion of a file will also require the update of the existing
encrypted index as well as the sequence of stored ciphertexts. To this end, ui generates a delete token by executing
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High level view of the Protocol

τd (f ) ← DeleteToken (Ki , f ). Then, ui sends τd (f ) to the
CSP who executes Delete (γi0 , c0i , τd (f )) → (γi00 , c00i ). Similar
to the Add algorithm, Delete after removing the requested file
f then updates both the corresponding encrypted index and
the sequence of ciphertexts that are related to user ui .
V. S ECURITY A NALYSIS
The registration and login procedures are out of the scope
of this work, but they can be secure done using standard
techniques.
The main security issue in our scenario is that the user data
should be kept private (even from the CSP), despite the fact
that search operations are performed over the encrypted data.
This security goal is achieved by using a dynamic symmetric
searchable encryption scheme as a building block. In such
schemes the data encryption is performed using a symmetric
encryption key which is known only by the data owner (i.e.,
the user). In our protocol this symmetric key is kept inside
the smart card, but as the smart card as well as the devices
used with the smart card in order to send/retrieve the medical
data are assumed to be trusted hardware, this guarantees that
the symmetric key is not leaked. The security of the user data
then follows from the security of the searchable encryption
scheme.
To store her initial medical data the user employs the Enc
algorithm of the searchable encryption scheme to produce a
collection of ciphertexts and the encrypted index. Both the
ciphertexts as well as the encrypted index are sent to the CSP,
but the fact that they do not leak information about the user
data follows straightforwardly from the security of the searchable encryption scheme. The fact that the search operations

do not leak the user data also follows from the security of
the searchable encryption scheme. Finally, the operations to
add/update and remove data also use the respective procedures
of the dynamic searchable encryption scheme and so their
security follows from the security of the searchable encryption
scheme. Additionally, an adversary will not even be able to
extract valuable information about the searches that a user
executes since the keywords that are sent by the user are also
encrypted.
Therefore our protocol achieves the stated goal of storing
the users’ medical data in the cloud without leaking the data
(even to the CSP).
Nevertheless, requiring the user to execute all these operations can be proved to be inefficient depending on the size
of her data. To solve this issue, an alternative approach would
be to execute all the above described procedures at the CSP.
Since DoS [18], [19] attacks are out of the scope of this work,
we can consider a scenario where the generated symmetric key
Ki for every user will be locally stored by a Trusted Third
Party (TTP) and will be responsible for contacting the CSP
and doing this computations for the user. Then, every time
that a user ui wishes to execute any of the aforementioned
procedures, will have to send a corresponding request to
the TTP. Then, the TTP will be responsible for encrypting
and decrypting users data and sending back to her over a
secure channel. Such a design, would make the protocol more
efficient but at the same time we would need to fully trust an
entity that will end-up having access to all users’ data. Even
though such an assumption is typical in this kind of protocols
when we deal with users’ personal health records, we need to
make sure that such an entity is successfully protected form

both external and internal attacks.
VI. C ONCLUSION
In this paper, we described a forward-looking design for a
cloud-based eHealth platform that offers secure storage with
the addition of privacy-preserving techniques. Our protocol is
solely based on the promising concept of symmetric searchable
encryption in order to allow the users of such a service to store
data in an encrypted form and also give them the option to
search directly over their encrypted data without releasing any
valuable information to the cloud provider or to any other third
party.
Our on-going work focuses on extending the functionality of
the proposed protocol by providing access control mechanisms
and sharing functionality. In addition to that, we plan to
implement our design in a real PaaS environment based on the
scenario described in [20]. Furthermore, we aim at combining
our work with the trusted IaaS storage that was presented
in [7]. Such a solution will require a detailed design and
implementation but has the potential to offer a concrete secure
and trusted cloud environment for various eHealth services.
Furthermore, the adoption of searchable encryption in such a
scenario can proved to be a valuable tool for focusing on the
increasingly urgent problem of trusted geolocation [21], [22]
where users of a cloud service can control the physical location
of their data as well as on participatory sensing applications
where privacy is of paramount importance [23]. Finally, in
our future agenda is to create a privacy preserving reputation
system like the ones presented in [24], [25], [26] where
users will be able to vote about doctors, health professionals,
services etc. Even though such a functionality would require a
detailed design in order squarely fit with the scenario described
in this paper we believe that has the potential to make a great
impact to the existing eHealth services.
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